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Take Supply Chain Cyber Risk Management to the MAX
Challenge

Organizations often lack the capacity, resources, and expertise to properly
identify and remediate supply chain cyber risk. If left undiscovered, these
risks result in a compromise of systems and data that can impact business
operations as well as top and bottom line numbers.

Solution

SecurityScorecard MAX alleviates your team from the day-to-day
management of third-party cyber risk. Powered by human expertise,
SecurityScorecard data, and the latest technology, MAX puts you back
in control without getting into the weeds of vendor communications and
monitoring. We'll manage your entire supply chain cyber risk lifecycle or
a subset of vendors based on your organization’s needs, tolerances, and
requirements—-so your team can get back to other critical projects.

Trust the experts
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secures your supply
chain, improving the
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BUSINESS BENEFITS

Augment with
Dedicated Experts

Our VROC security experts act

as an extension of your team to
uncover risk to your business,
analyze and understand threat
exposure, and take action with the
vulnerable vendor to remediate - all
without tapping into your resources.

Operationalize your
TPRM Program

Save time and money by letting us
take care of vendor management
and communication. MAX solves
for the cybersecurity talent gap,
allowing your team to focus their
efforts elsewhere.

Turn the Table on
Supply Chain Threats

MAX identifies and remediates
critical vulnerabilities that could
otherwise leave you exposed.

Be a Champion to
your Board

Leverage real-time, easy-
to-understand reporting and
enable your security leaders to
communicate their success.



Outcomes
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Be the Hero Take Control of Cyber Risk Stop the Spread

Become the secret weapon MAX puts you back in control When MAX identifies and remediates a

for delivering bulletproof without getting into the weeds vulnerability in your supply chain, the

cybersecurity defenses by relying of vendor communications and problem is fixed for all connected parties.

on MAX security experts to monitoring. This makes MAX the global hub for

protect your supply chain. cross-industry cyber risk communication
and resolution.

Delivered by SecurityScorecard’s Virtual Risk Operations Center (VROC)

SecurityScorecard’s VROC is comprised of cybersecurity professionals with 100+ years of collective experience
in cybersecurity investigations across government and private sectors with expertise in digital forensics, incident
response, threat hunting, and third-party risk management.

How MAX Works

]dentiﬁes riskq Vendors Vendors by breach likelihood =
MAX leverages a likelihood of breach model to .\ R ‘i‘ criteal
48 8% = High
identify critical vulnerabilities across 17 security 2 = Mfdium
categories to determine which issues are likely to Low 128 8% Low
result in a breach. In real-time, customers can see Average R P Unknown
their vendor risk profile in the MAX dashboard. Breach likelihood is a measuire of high-impact cyber
security signals attributed to an organization.
Prioritizes & remediates vulnerabilities /X Managed Services
Using SecurityScorecard’s world-class data and """""""""" frenes
technology, MAX identifies and prioritizes risk - e s
and then remediates critical issues across your - .\ - - e

entire supply chain.
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Reports on vendor performance

Score trends

Leveraging SecurityScorecard’s trusted security . i
ratings, MAX continuously monitors vendors to 0o

determine if their cyber hygiene is improving ona .

or declining. Based on your workflows, MAX i 0w
can work directly with vendors to improve their o T—

security posture and their score.

Security score

Presents your full supply chain
cyber risk story

Most improved vendors Declining vendors =

CompanyName 96 252 CompanyName 96 N 68

W Mediumimpact = High ikelinood 4 Medumimpact = High likelinood

Zoom in and zoom out to understand how
MAX is helping your business. MAX’s powerful
reporting capabilities will impress your C-suite
colleagues and board.
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Fully manages end-to-end vendor
oversight & communication

MAX Managed Services

nnnnnnnnn e Communications

MAX streamlines timely vendor management
and communication and works directly with O .
vendors to remediate and resolve issues o
to improve their cybersecurity posture. All

communications are readily available in the

MAX dashboard.
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Kevin Scribner
Director of Technology Risk Management, McDonald’s

&

"SecurityScorecard MAX provides us the opportunity to bolster our third-party cybersecurity
posture quickly and efficiently through proactive, real-time risk monitoring and remediation.
MAX's ability to identify a wide range of cybersecurity concerns across our global vendor
landscape, and in turn, partner with those vendors to improve, is a significant win for both
McDonald’s and our vendors. We've seen tremendous progress since launch and look forward
to the continued momentum as we Accelerate the Arches.”
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SecurityScorecard MAX

Available in three flexible tiers to meet
your organization’s needs

Platform configuration (rules, tags, alerts & portfolio setup) [
Incident Likelihood Assessment (platform based only) initial and
annual
Cyber incident alert notification weekly
Cyber incident validation & investigation communication o
Monthly reporting on vendor status by portfolio, °

vendor score changes, & additions/deletions to portfolios

Monthly Automatic Vendor Detection (AVD) sweeps
Vendor Invitations

Zero-Day as a service for all vendors

Option for custom questionnaire based assessments

Complete cyber risk vendor management & communication

Communication and plan of action meeting facilitate with
vendor regarding incident

End-to-end cyber security questionnaire management

Why SecurityScorecard:

Increase efficiency
by leveraging
SecurityScorecard’s
supply chain cyber
risk experts

LEARN MORE AT:

Spend 83% less time
onboarding suppliers
and managing vendor
communications

www.securityscorecard.com/max
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Rapidly identify

and resolve critical
vulnerabilities that
pose a threat to your
organization

SILVER

Manage and
monitor

non-critical
vendors

GOLD

Outsource vendor
management;
continue
managing vendor
communications

initial and
semi-annual

daily
daily

i

Identify previously
unknown risk in your
third-, fourth- and Nth
party ecosystem

PLATINUM

Outsource

both vendor
management and
communications

initial and
quarterly

daily
daily
o

custom vendor
onboarding

®

Proactively take
control of your
security posture
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