opentext” Cybersecurity

Proactive, Integrated Security

Elevate your defenses with Al-integrated Security Solutions.
Comprehensive security portfolio to manage risk,
maintain trust & minimize disruption.

We help customers build cyber resilience via a holistic security portfolio across the pillars of threat prevention,
detection and response, recovery, investigation and compliance, Customers benefit from smarter solutions

powered by real-time, contextual threat intelligence and high efficacy security protection.

Security operations

Application security

Holistic app 360° analytics
security that builds for threat detection,
software resilience hunting, and

Data privacy Threat detection

) Unified data o Full-spectrum
_ and protection discovery, Our holistic threat detection and response _
protection, and portfolio and seamless
governance response
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Why choose OpenText?
High Efficacy Advanced Al & Real-time Threat Al-Ready and End-to-end Cyber
Solutions analytics Intelligence Compliant Resilience solutions
We deliver High With integrated Al & QOur real-time contextual We help secure We help improve
Efficacy security analytics we help detect threat intelligence acts sensitive information/ security posture and
solutions with anomalous behavior and as the foundation for our access violations/ integrate security
unmatched threat deliver faster incident portfolio enabling application across business
visibility, proactive response to effectively unmatched threat vulnerabilities to functions, roles and
monitoring and prioritize risk and reduce insights and helps establish foundation for processes to drive
automated breaches anticipate/adapt/evolve  secure Al-adoption governance
protection with new threats

Ready to elevate your cybersecurity with OpenText?
Visit: opentext.com/products/security-cloud
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Application Security
Great code is secure code

In the dynamic landscape of application security, the paradigm is moving from “shift left” to “shift
everywhere.” Developers must manage infrastructure configuration and security in this “everything-as-code”
era, and OpenText™ Fortify™ makes that an easy journey—whether you’re just starting out or are ready to
mature your AppSec program.

Code security for your every need
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APIs Web Apps Mobile Apps Containers Infrastructure Clients and
as Code Embedded

Build resilient software with Fortify
@Analytics and Reporting
Fortify enables you to build software resilience from

an industry-leading AppSec partner you can trust.
Fortify static, dynamic, interactive, and open-source
security testing technologies are available on
premises, SaaS, or as a managed service—offering
organizations the flexibility they need to build an
Undisputed leadership | Proven expertise | Passion and pride end-to-end software secu rity assurance program.

Fortify Platform

Explore our portfolio

Fortify Debricked Fortify Static Fortify
on Demand Code Analyzer Weblnspect
Holistic, inclusive, and Take full control Automated static code Identify vulnerabilities in
extensible application security of security, compliance and analysis helps developers deployed applications and
solution to orchestrate and health with a toolkit that will eliminate vulnerabilities and services with Weblnspect
guide your AppSec journey. revolutionize the way you use build secure software with dynamic application

open source. Static Code Analyzer. security testing (DAST).

Why choose OpenText Fortify?

Urlld :slpu‘tjed '(I;r;?t r(:glry |,:A;)r[:essetgrs(lallzl;;[;o;nr(':lez;ozgnized as a market leader by “Once we saw what
market leader ' , : Fortify on Demand was
Broad language Fortify is known for providing the broadest language & capable Of’ we knew it
support framework coverage with the most accurate results. was the solution for us.”

Fortify offers the most flexible portfolio in the industry and is

flexibili recognized for our innovation using Al for static auditing and
lexibility  gpen-source health. Jair Garcia Osorio

Innovation and

Chief Technology Security Officer,
Coca-Cola FEMSA

Visit: opentext.com/products/security-cloud
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Data Discovery, Protection and Compliance

Discover, classify, and secure sensitive and high-value data

In today's data-centric world, businesses require a

unified platform for robust security, privacy preservation,

and comprehensive data governance. The OpenText™ Voltage™ Fusion Data Security platform empowers

organizations to confidently safeguard their most valuable assets. With its advanced capabilities,

organizations can ensure a resilient and protected

data security posture.

Privacy begins with data discovery. Know your data, protect what
matters most, and safely use data with privacy by default.

Explore our portfolio
Voltage Voltage
Fusion Platform SecureData

Find sensitive data anywhere Follow a data-centric
and provides direction to be protection model that

Unified platform for data discovery,
protection and governance

As a critical foundation that empowers organizations to
address multiple use cases and needs across data
security, privacy, and governance, our end-to-end Voltage
Fusion Data Security platform provides significant
advantages through its cloud architecture that delivers
unified set-up, discovery, classification, and management,
as well as centralized analytics and high scalability. Our
integrated platform approach is flexible and easily grows
with your company’s needs.

Voltage Structured Voltage Data
Data Manager Access Governance

Manage structured data over  Protect sensitive data

its entire lifecycle. Providing wherever it flows across
data discovery, insight, data hybrid multi-cloud IT. Enable
protection, management, and data privacy and place

discovery and risk scoring of  level, format-preserving data  data privacy while reducing policies to manage and

secure and compliant persists wherever that data
with context-aware goes with Innovative field
PllI, IP and high-value tokenization with stateless
datasets. key management.

Why choose OpenText Voltage?

Holistic Our integrated approach ensures the discovery, protection and
approach privacy of data while maintaining efficient governance practices.

Risk Unlock deep insight across the enti

TCO of application protect it from unauthorized
infrastructure. access.

“Voltage Fusion allows us
to effectively find and
understand our data risk.
The insights...from the

re data estate and manage analysis are invaluable in

prioritization data security posture through lts lifecycle. taking effective actions to

protect our data and watch

Data protection Our straightforward set up and configuration streamlines the it going forward.”

at scale management process, enhancing overall management efficiency.

Visit: opentext.com/products/security-cloud

Kadir Yildiz
CISOTurkish Airlines
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Identity and Access Management

Leverage identity to enhance productivity, increase security and

energize your business

In today’s competitive market, businesses often struggle to govern their identities; enabling easy and secure
access while seeking greater visibility to enforce compliance and proper governance in their environment.
We believe identity powers business and turns access management challenges into opportunities. Discover
the industry’s leader in identity and access management (IAM)—OpenText™ NetlQ™.

IAM for every use case

fQ @ @ @’) ey

BUSINESS
Least Adaptive Multi-factor
privilege access authentication

its wide range of identity and access services,
NetlQ's IAM platform helps organizations

o .. . manage all their digital identities, ensuring that
APl monitoring Administrative Zero only authorized individuals have access to the

& control control trust resources and systems they need.

We offer a comprehensive set of IAM services
@ @ for both employee and customer identities. With

Explore our portfolio

NetlQ Identity NetlQ Privileged

NetlQ Access NetlQ Policy NetlQ Data Access
Management Gove:rr]ance- & () Orchestration Governance
Administration Management

Deliver simplified, Govern access to Gain visibility and Centralize delegation Gain the same level

secure access to the resources, adapt to risk, control of privileged and administration of of control over

right users, regardless  and improve business  user activities to deliver policy controls across unstructured data as

of the device type or agility with a actionable security your hybrid IT you have with services

location, and minimize ~ comprehensive IGA intelligence and environment. by extending your

risk to the organization. platform. quickly address identity governance to
evolving threats. documents and files.

Why choose OpenText NetlQ?

Loosely-coupled IAM Services that are tightly
. integrated with a broad range of features supported
IAM portfolio iz its strong policy management.

“We’ve worked with the NetlQ
identity and access
management solutions for the
last 20 years and felt NetlQ

Comprehensive

Real-time, event- Orchestrate and automate change across diverse,
driven architecture distributed environments at scale.

Identity ticked all required
N . _ boxes. We introduced it in a
Strong Enforce policies and compliance regulations by proof of concept and beat the

effectively managing user access, provisioning

governance ,nq deprovisioning. other vendors in the mix.”

Visit: opentext.com/products/security-cloud
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ArcSight Intelligence
Find threats fast with Al-powered anomaly detection

OpenText™ ArcSight™ Intelligence finds the threats that matter to your organization—whether from external
or internal sources. ArcSight Intelligence’s unsupervised machine learning models, combined with a
streamlined experience requiring minimal user interventions, accelerate threat detection and investigation from
weeks to minutes. Our unique approach empowers your security operations to perform at speed and at scale.

Threat detection for every use case

0 o) X

Insider threat Targeted attack Sensitive data and Endpoint detection
detection detection IP protection and response

o (O

Optimizing security Compromised Threat hunting lead
operations account detection generation

Powerful capabilities

Automated Efficient anomaly Advanced Intelligent

anomaly detection validation baselining risk scoring

Distills billions of security Easy-to-understand results Learns your organization’s Prioritize your threat

events into a few high-quality  from security Al enable your “unique normal” by building investigations with automated
threat leads for your threat threat hunters to efficiently risk profiles around each user, and intelligent risk scoring.
hunters to investigate. validate detected anomalies. = machine URL and entity.

Why choose ArcSight Intelligence? “ArcSight Intelligence identified a
local service account used to
Insider Provides advanced threat detection for supporting insider successfully access certain

threat defense threat programs to protect against IP and data theft. resources, even though most of its
authentication attempts failed. We
believe this was a reconnaissance

Flexible Depl - ises, private cloud, SaaS, and SaaS with - 1
ePIOyS ON-PISMISES, privars Clolic, Saas, ant Saas Wi activity that could have resulted in

deployments CrowdStrike Falcon® and Microsoft Defender integrations.

data theft. Thanks to ArcSight

o Intelligence this is currently
Lower Improves analyst efficiency and automates manual threat under investigation.”

security costs hunting tasks with security Al.

Security Architect

Financial Services Organization
Visit: opentext.com/products/security-cloud
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Digital Investigations and Forensics
Get to the truth faster with reliable investigation results

Organizations now hold nearly all of their data in electronic format, driving the need for a more cost-effective and
efficient business process to conduct investigations and forensic analysis. OpenText™ EnCase™ Digital
Investigations and Forensics solutions help collect, process, analyze and report on digital evidence for faster,
more thorough results. With OpenText, organizations gain a process that’s quick, efficient, repeatable and
defensible.

Close cases quickly with reliable digital forensic investigation

A -
oad @

Find relevant Improve Improve public Close cases
evidence investigation safety and quickly
anywhere efficiency protect your

business

Explore our portfolio

EnCase EnCase EnCase EnCase

Endpoint Investigator Information Assurance Forensic Mobile Investigator
Conduct internal Preview, collect and preserve Close cases quickly with View, analyze and report on
investigations to discover data to enable defensible reliable digital forensic mobile evidence involved in
behaviors that put corporate  collection and automate investigation results. an investigation.

assets at risk. investigation workflows

Why OpenTeXt EnCase? “OpenText EnCase is the tool of choice
because of the security in capturing
Proven Frovides confidenceT of gsing coIIectigns _ data. We can easily reach out via our
expertise oohnologyand audt sl o th poneer i remote connection and get nformation
before it's destroyed. We initially got
Unmatched Scale from just a few to many collections with a OpenText EnCase so that we could do
performance defensible and repeatable process. investigations, but it has branched out
into us using it for litigations
Superior Automate workflows and create templates with an and open records.”
.. easy-to-use interface that allows teams to do
efficiency more with fewer resources.

Tonya Derrick
Partner, Senior Security Analyst,
City of Dallas

Visit: opentext.com/products/security-cloud
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Network Detection and Response

Harness unparalleled network visibility to efficiently hunt for and defend
against threats

OpenText™ Network Detection & Response (NDR) fuses detection, forensic analysis and proactive threat-
hunting to provide high-performance enterprise security teams with full visibility. Leverage signature inspection,
stateful anomaly detection and machine-learning-powered malware conviction to quickly defend against both
known and hidden threats.

Identify and eliminate blind spots in the network

© N 5%

Real-time Full-spectrum Effective Seamless
network visibility threat forensics & response &
& metadata detection threat hunting integrations

Powerful capabilities

Deploy Detect in Gain Advanced
immediately real-time clarity threat hunting

Begin operating in minutes Inspect network traffic from Leverage customized, easy-  Conduct retrospective

with a single, software-based, every angle with a multi- to-manage dashboard views  network traffic analysis and
hardware agnostic appliance faceted suite of best-in-class  to see everything that matters historical data testing to find
and self-configuring system.  threat detection. most in your network. threats that infiltrated an

environment before known
indicators were available.

Why OpenText NDR? “Thanks in large part to

OpenText NDR, we can
Unmatched Readily scales as needed without restriction to now detect and correlate
performance number of sensors. events, investigate the
data, and notify the client
in an average of just 6.5
minutes—Iless than half
our SLA”

Effortless Easily integrates with SIEM, SOAR and your
integrations other existing security tools.

Simplified Analyst workflows and customizable dashboards
management empower your investigations and threat hunting.

Jeremy Conway
CEO, MAD Security

Visit: opentext.com/products/security-cloud
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Threat Detection and Response

360° analytics for threat detection, hunting and response

When it comes to threat detection and response, every second matters. OpenText™ solutions dramatically
reduce the time to detect, triage and respond to cybersecurity threats in real-time and at scale.

Threat visibility, detection and response

T O © & = O

Real-time Adversary Security Behavioral Log Security

threat signal orchestration analytics management open data

detection analytics automation & & compliance platform
response

Boost your security operations faster incident response

Discover, define, and contextualize threats for advanced awareness of attack patterns, and threat actor
attribution with our tailored solutions. Quickly process and alert analysts to threat-correlated events
utilizing an industry-leading correlation engine. Harness the power of behavioral analytics identifying
hidden threats and anomalous behavior and Pre-empt elusive attacks with rule-free anomaly detection
that dynamically adapts to changing conditions and emerging threats. Simplify incident response
management with smart automation and easy collaboration.

Explore our portfolio

Enterprise ArcSight ArcSight

Security Manager Intelligence cyDNA

Real-time threat detection, analysis, Advanced threat detection using Awareness beyond your perimeter,

and response in a powerful, adaptable,  behavioral analytics to detect insider specific and actionable intelligence

and comprehensive SIEM solution. threats and advanced persistent for complex operating environments.
threats (APTSs).

Why choose OpenText Cybersecurity? “Great ArcSight data

compression ratios means that
we can process higher event
volumes per second helping
our clients save data storage
and networking costs,

Comprehensive Real-time correlation + big data analytics +
analytics for visibility behavioral analytics = contextually rich insights.

Quickly and accurately surface threats and gain
contextual information well before an attack
reaches its target.

Faster threat
detection

resulting in lower total cost
of ownership.”

Increase operational Discover hard to detect unknown threats and

efficiency dynamically adapt to evolving threats.
Fernando Mitre

Partner, Cybersecurity & Privacy PwC
Visit: opentext.com/products/security-cloud
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